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Today’s agenda

    

# Agenda item Timing

1 Welcome and purpose 9:45 till 10:00

2 Share the personas 10:00 till 11:00

COFFEE / TEA BREAK 11:00 till 11:10

3 Confirm which skills frameworks to include 11:10 till 11:40

4 Critique the design principles 11:40 till 12:15

LUNCH 12:15 till 1:15

7 Critique the strawman design of the scheme 1:15 till 2:45

8 Share what’s next 2:45 till 3:00

SOCIALISING TIME WITH SNACKS 3:00 onwards
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Today’s purpose

    

1. Confirm which skills frameworks to include

1. Design the high level professional recognition 
scheme
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Introducing  (Tech Council)

    

Tech Council of Australia

▪ Focused on enabling our members and the broader tech 
community to improve knowledge sharing, lift capability across all 
the Tech Council’s focus areas, and building community. 

▪ Facilitates the Digital Employment Forum
▪ Technology background
▪ Previously the Chief Technology Officer in an Australian technology 

business as they scaled globally. 
▪ Expertise: development of technology strategy, building customer-

focused software products, and also in cyber security.

I’m passionate about building a robust Australian tech industry, with 
world leading talent pipelines, a diverse workforce, and a relentless 
drive for innovation
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What we want to achieve in these activities

1. Confirm the need for a professional recognition 
scheme (are there other options to consider?)

1. Agree design principles for the scheme

1. Critique the strawman of the professional 
recognition body and scheme
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Next steps

1. Update and share the strawman of the scheme/body

1. Update the personas

1. Share Phase 1 report including draft scope and 
approach for phase 2

1. Secure funding for phase 2
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Food for thought 

    

Branding ideas
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Improve trust and confidence in Australia’s Cyber Security 
professionals

Program Overview and Plan

17th October 2022

Commercial in Confidence
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Context
Situation:

Australia’s Cyber Security Strategy 2020 calls 
attention to the importance of growing a cyber 
skilled workforce, where quality training, 
credentialing and accreditation are all central, 
including through the creation of new frameworks 
and processes:

Australia needs more trusted and skilled 
cyber security professionals (clause 20)

Businesses and the community need to have 
confidence in the cyber security industry 
(clause 70)

The Sector Competitiveness Plan 2020 states: 
Continuing to regulate cyber security will help to 
maintain trust and confidence in Australia's digital 
infrastructure and businesses (section 3.2)

Complication:

There is a lack of clear professional standards for 
cyber security practitioners leading to diminished 
trust and confidence for employers and purchasers 
when sourcing cyber security capability

Australia hasn't yet defined the baseline set of skills, 
competencies, and experience required to become a 
cyber security professional

There is a lack of agreement around the cyber 
security skills and qualification framework to be used 
in the Australian context

The industry is currently fragmented with numerous 
organisations delivering programs of work related to 
cyber security standards, skills and qualification 
frameworks

Commercial in Confidence
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Outputs from phase 1 of this program:

A baseline for an Australian cyber security professional:
○ skills
○ competencies 
○ experience

Personas for a new entrant, career changer, existing 
practitioner, international worker

Pathways for the personas to become a cyber security 
professional based on baseline requirements

Agreement on the need and value in creating 
professional standards for cyber security

Agreement by the industry if there is a need for an 
accreditation scheme or an adoption and recognition 
scheme for cyber security professionals

If required: the high level design of the accreditation 
scheme*
○ business model
○ accreditation process
○ customer journeys of the future state accreditation 

experience

Approach

AustCyber to lead an industry co-design team to:

● Design and develop solutions building on existing work 
and learnings

● Test outputs with customer groups to ensure customer 
input and feedback is guiding the overall solution

● Implement the solution at scale in the Australian market 
(include communication with global organisations as 
relevant)

Scope
Challenge statement

How might we improve government, business and 
community trust and confidence in Australian cyber 
security professionals 

* The need for and type of  accreditation scheme will be determined by the co-design team

Commercial in Confidence
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